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a b s t r a c t

This paper proposes a novel fragile watermarking scheme with a hierarchical

mechanism, in which pixel-derived and block-derived watermark data are carried by

the least significant bits of all pixels. On the receiver side, after identifying the blocks

containing tampered content, the watermark data hidden in the rest blocks are

exploited to exactly locate the tampered pixels. Moreover, using exhaustive attempts,

the proposed scheme is capable of recovering the original watermarked version without

any error.

& 2008 Elsevier B.V. All rights reserved.
1. Introduction

The purpose of fragile watermarking is to check
integrity and authenticity of digital contents and to locate
the modified areas by using embedded data. There are two
main categories of fragile watermarking techniques:
block-wise methods and pixel-wise methods. With the
block-wise technique, the host image is divided into small
blocks and the mark, e.g., a hash of the principal content of
each block, is embedded into the block itself. If an image
has been changed, the image content and the watermark
corresponding to the tampered blocks are not matched so
that the tampered blocks can be detected [1,2]. In general,
block-wise fragile watermarking methods are capable of
detecting a serious replacement. However, these methods
can only identify tampered blocks, but not the tampered
pixels. In other words, block-wise fragile watermarking
cannot precisely locate the fake content.

Some pixel-wise fragile watermarking schemes have
been proposed to solve the problem. The watermark data
derived from gray values of host pixels is embedded into
the host pixels themselves so that tampered pixels can be
identified due to the absence of watermark information
ll rights reserved.
they should have carried [3,4]. In these methods, however,
since information derived from replaced pixel values may
coincide with the watermark itself, localization of the
tampered pixels is still inaccurate. In [5], a statistical
mechanism is introduced into fragile watermarking, and
two different distributions corresponding to tampered
and original pixels can be used to exactly locate the
tampered pixels. But, this method is effective only when
the malicious modification is limited to a small area.

This paper proposes a novel fragile watermarking
scheme using a hierarchical mechanism, in which the
embedded watermark data are derived both from pixels
and blocks. On the receiver side, one can first identify the
blocks containing the tampered content, and then use
the watermark hidden in the rest blocks to exactly locate
the tampered pixels. By combining the advantages of both
block-wise and pixel-wise techniques, the proposed
scheme is capable of finding the detailed tampered
positions even if the modified area is more extensive.
Moreover, after localizing the tampered-pixel, the original
watermarked version can be perfectly restored using
exhaustive attempts.

2. Watermark embedding procedure

In the watermark embedding procedure, the 5 most-
significant-bit (MSB) planes in the host image are kept
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unchanged, and the 3 least-significant-bit (LSB) planes are
replaced with watermark data. Here, the watermark data
are determined by the MSBs and made up of two parts,
which are respectively used to identify tampered blocks
and to locate tampered pixels.

The detailed steps are as follows:
1. Denote the numbers of rows and columns in an

original image as N1 and N2, the total number of pixels as
N (N ¼ N1�N2), and the gray pixel-values pnA[0, 255], n

¼ 1, 2,y, N. Each pn can be represented with 8 bits, Bn,7,
Bn,6,y, Bn,0, where

Bn;u ¼ bpn=2u
c mod 2; u ¼ 0;1; . . . ;7 (1)

For each pixel, generate M authentication bits according to
its 5 most significant bits.

an;1
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2
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77775 ¼ An �
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Bn;4

Bn;3

2
6666664

3
7777775
; n ¼ 1;2; . . . ;N (2)

where An are pseudo-random binary matrices derived
from a secret key, and their size is M�5. To ensure
security, the matrices An should be mutually different. The
arithmetic in (2) is modulo-2, meaning that, if there is any
change in the 5 MSBs of a pixel, the authentication bits
will be flipped with a probability 1/2.

2. According to a secret key, pseudo-randomly divide
the M �N authentication bits into a series of subsets, each
of which contains K bits. Then, calculate modulus-2 sums
of the K authentication bits in each subset, and call the
(M �N/K) results the sum-bits. Here, we let M be a multiple
of 5 and K ¼ 2M/5 so that the number of sum-bits is 5N/2.

3. Assuming that both N1 and N2 are multiples of 8, we
divide the original image into N/64 non-overlapped blocks
sized 8�8. In each block, we pseudo-randomly select 160
positions from the 3 LSB-layers according to the secret
key. Also, the LSB-selection in different blocks should be
mutually different. Then, a total number of selected LSB is
5N/2, and replace the original bits at the selected positions
with the sum-bits.

4. For each block, we collect the 320 original bits in the
5 MSB-layers and the 160 sum-bits used to replace the
selected LSBs. Then, feed the 480 bits into a hash function
to compute 32 hash-bits. Here, the hash function must
have the property that any change on an input would
result in a completely different output. Put the hash-bits
into the 32 remaining positions in the 3 LSB-layers, and
MSB
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Fig. 1. Watermark embe
combine the original MSBs and the substituted LSBs to
produce a watermarked image.

The procedure of watermark embedding is sketched in
Fig. 1.

3. Tampered-pixel localization and restoration

Assume that an attacker may alter the gray values of
some pixels without changing the image size. After
receiving the image, we want to locate the tampered
pixels and restore the original content. Here, ‘‘tampered
pixels’’ are those with changes in their 5 MSBs.

The tampered-pixel localization procedure is made up
of two stages. The first is to identify the tampered blocks.
After dividing the received image into non-overlapped
8�8 blocks, we select 160 positions from the 3 LSB-layers
in each block according to the same secret key. For each
block, if the hash result of the 320 bits in the 5 MSB-layers
and the 160 bits at the selected positions in 3 LSB-layers is
identical to the 32 bits at the other LSB positions, the
block is judged as ‘‘not tampered’’. Otherwise, a ‘‘tam-
pered’’ decision is made, meaning that some content in
the block has been modified. Here, a block without any
modification must be judged as ‘‘not tampered’’, and the
probability with which a block containing modified
contents is falsely judged as ‘‘not tampered’’ is 2�32. Cases
of false judgments are therefore negligible because of the
extremely low probability.

In the second stage, we locate the tampered pixels in
the tampered blocks. Denote a ratio between the numbers
of tampered blocks and that of all blocks as a. Considering
a pixel in tampered blocks, its M authentication bits are
distributed into M subsets, each of which contains K

elements. For each subset, if all the other (K�1) authenti-
cation bits in it are derived from pixels in ‘‘not tampered’’
blocks and its sum-bit is also hidden in a ‘‘not tampered’’
block, we say the subset is usable for the pixel. So, a
receiver can derive the (K�1) authentication bits in usable
subset from their corresponding pixels, and extract the
sum-bit from its embedding position. The probability of a
subset being usable for a certain pixel is

pU ¼ ð1� aÞK (3)

Then, for a given pixel in tampered blocks, the number of
the usable subsets, nU, obeys the following distribution:

PðnU ¼ tÞ ¼
M

t

� �
� ð1� pUÞ

M�t
� pt

U (4)

For each usable subset, we check whether or not the
extracted sum-bit is consistent with the modulus-2 sum
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of the pixel’s authentication bit and other (K�1) authen-
tication bits. If, and only if, the consistency is satisfied in
all usable subsets, the pixel is judged as ‘‘not tampered’’,
indicating that there is no alteration in its 5 MSBs.
Otherwise, it is judged as a ‘‘tampered’’ pixel. This way,
a pixel without any alteration in its 5 MSBs must be
judged as ‘‘not tampered’’, and probability with which a
pixel containing modified MSBs is falsely judged as ‘‘not
tampered’’ is

pE ¼
XM
t¼0

½PðnU ¼ tÞ � 2�t
� (5)

Fig. 2 gives the pE curves with different values of a and M.
The narrower the modified area, the smaller the value of
pE is. If M is 40, the proposed scheme can exactly locate
the tampered pixels when ao5%. The performance is
significantly better than the method in [5], which is
effective only when the ratio between the number of
tampered pixels and the image size is less than 1.1%.
Denoting the number of tampered pixels with false ‘‘not
tampered’’ judgments as NE, its average value is

EðNEÞ ¼ pE � NT (6)

where NT is the number of actual tampered pixels.
After finding a ‘‘tampered’’ pixel, we can further

recover its original MSBs. The number of possible patterns
of 5 MSBs is 32. We attempt to use 31 other patterns
different from the received pattern of the pixel to check
consistency between the extracted sum-bit and the
modulus-2 sum of the pattern’s authentication bit and
other (K�1) authentication bits. When consistency is
arrived in all usable subsets, the attempted pattern is
regarded as the original MSBs. If more than one pattern
satisfies the consistency condition in all usable subsets,
restoration of original pattern will be failed since we do
not know which one is the true original pattern. The true
original pattern must satisfy the consistency condition in
all usable subsets, and the probability of the other pattern
satisfies the consistency condition in all usable subsets is
2�nU . So, probability of failure is 1� ð1� 2�nU Þ

30. Con-
sidering the distribution of nU, probability for the original
MSBs of a pixel with ‘‘tampered’’ judgment being unable
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Fig. 2. Probabilities of false judgments with different values of a and M.
to find is

pC ¼
XM
t¼0

fPðnU ¼ tÞ � ½1� ð1� 2�t
Þ
30
�g (7)

Denoting the number of tampered pixels labeled ‘‘tam-
pered’’ but being unable to be restored as NC, its average is

EðNCÞ ¼ pC � ð1� pEÞ � NT (8)

If NC ¼ 0, the receiver can obtain the original MSBs of all
pixels, leading to restoration of the original watermarked
image without any error.

4. Discussion

As mentioned above, the proposed scheme is a
combination of both block-wise and pixel-wise techni-
ques. If the hash of the 320 MSBs and 160 sum-bits in a
block is not identical to the 32 hash-bits hidden in the
same block, the block is judged as ‘‘tampered’’. So, any
modification on a block of watermarked image will result
in a ‘‘tampered’’ decision with a probability 1�2�32. That
means the watermark for identifying tampered blocks is
completely fragile. When a watermarked image is com-
pressed or low-pass filtered, most blocks are judged as
‘‘tampered’’, implying a large a. In this case, localization
and restoration of tampered pixels will not be possible.

Consider a special case in which the tampered pixels
are isolated and scattered over the image. As an extreme
example, assume that each block in one-half of the
watermarked image contains one tampered pixel. In other
words, the proportion of tampered pixels is 1/128 and that
of tampered blocks a is 1/2. Using the method in [5], all
the tampered pixels can be localized, since the method is
purely a pixel-wise approach, which is effective with a
percentage of tampered pixels less than 1.1%. On the other
hand, the present scheme will show that one half of the
image is tampered but cannot locate the tampered pixels
since the percentage of tampered blocks a is significantly
more than 5%. In such case, the method in [5] is better.
However, for malicious attacks that replace patches of
image contents and the tampered pixels are not isolated,
the scheme proposed in the present paper is better since it
is effective with a higher percentage of tampered pixels/
blocks and capable of recovering the original water-
marked version.

5. Experimental results

Using a test image Lena sized 512�512 as the host and
M ¼ 40, the value of PSNR caused by watermark embedding
is 37.9 dB, which verifies the theoretical analysis in [5] and is
imperceptible. Fig. 3(a) and (b) show the watermarked
image and a tampered version, in which four flowers were
planted on the girl’s hat with NT ¼ 7550 and a ¼ 3.78%. By
using the localization procedure, all the tampered pixels
were found and shown in Fig. 3(c). Note that the MSBs of
some pixels in the flowers coincided with the MSBs of
original content, so these pixels were regarded as ‘‘not
tampered’’ pixels. Furthermore, we can also recover the
original MSBs of all tampered pixels using the restoration
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Fig. 3. (a) Watermarked Lena, (b) tampered version and (c) the tampered-pixel localization result.

Table 1
Theoretical and true values of NE and NC with different tampering

strengths

NT 6272 8185 10 015 11 910 13 844

a 3.30% 4.17% 5.05% 5.93% 6.59%

Theoretical value of NE 0.01 0.07 0.53 2.88 8.86

True value of NE 0 0 0 0 4

Theoretical value of NC 0.18 2.12 15.54 79.95 231.65

True value of NC 0 0 17 91 244
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procedure. In other words, NC ¼ 0 and the original water-
marked image can be perfectly restored on the receiver side.

In the experiment, we also replaced a portion of pixels in
the watermarked image with different strengths, and then
tried to locate the tampered pixels and to recover the original
content. Table 1 lists the theoretical values of NE and NC in (6)
and (8), and the corresponding true values. It can be seen that
the theoretical and true values are very close. Experiments
using other host images provided similar results.
6. Conclusion

The proposed fragile watermarking scheme based on a
hierarchical mechanism is suitable for uncompressed host
images, in which every pixel is represented by 8 bits. In
this scheme, the watermark data derived from the MSBs
are used to directly replace all the LSBs of a host image.
Since the watermark embedding procedure works only in
spatial domain, it is easy to implement. On the receiver
side, after identifying the tampered blocks, the watermark
hidden in the rest blocks are used to exactly locate the
tampered pixels and to perfectly restore the original
watermarked version. In comparison with the method
described in [5], the proposed scheme possesses three
advantages: (i) all tampered pixels can still be found when
the modification area is significantly more extensive; (ii) it
does not judge a pixel without any alteration in its five
MSBs as ‘‘tampered’’, in other words, the false-positive
probability is always zero, and (iii) the present scheme is
capable of roughly recovering the original content and
regenerating the watermarked version on the receiver
side. In the future, we will develop fragile watermarking
schemes based on transform domain techniques for
images in a compression format such as JPEG.
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